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NT Logon

End User Software License Agreement

1

License:

Tech Solutions US Inc. grants to the Client a nontransferable, nonexclusive
license of the software program, NT Logon Software (the “Program”) solely
for the following purposes:

a. To usein machine readable form on a single computer. In the case of
multi- user versions of the software, to use in machine readable form on a
single computer server.

b. To make a single copy of the program in any machine readable or printed
form for backup or modification purposes in support of the Client’s use of
the Program on a single computer.

The Client may not use, copy, modify, or transfer the program or any copy,
modification or merged portion, in whole or in part, except as expressy
provided for in this license agreement. |If the Client transfers possession of
any copy, modification or merged portion of the program to another party,
except as provided for in this agreement, this license is terminated
immediately.

Title:

The Program, all copies of the Program, and all source codes for the Program
are proprietary to Tech Solutions US, Inc. and title thereto shall at all times
remain in Tech Solutions US, Inc. All applicable rights to patents, copyrights,
trademarks and trade secrets in the Program or any modifications made at
Client’ s request are and shall remain in Tech Solutions US, Inc.

Term:

This license agreement is effective until terminated pursuant to this Paragraph
3. Client may terminate the license by destroying the Program together with
all copies, modifications and merged portions in any form along with any
printed material which was provided to the Client therewith. This License
Agreement will also terminate upon breach of any term or condition of this
Agreement in which case the Client agrees to destroy all the Program together
with al copies, modifications and merged portions in any form with any
printed material which was provided to Client therewith.
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4, Limited Warranty:

a. Tech Solutions US, Inc. WARRANTS that the program will conform to
it's published specifications as per the User Manual for the Program. A
copy of the User Manual will be provided to the Client in conjunction with
the delivery of the Program(s) to the Client. In addition, Tech Solutions
US, Inc. warrants that the magnetic media on which the Program is
recorded will be free from significant defects in materials and/or
workmanship under normal use and service for a period of ninety (90)
days from the date the Program is delivered to the Client. If, during this
ninety (90) day period, a significant defect in the media should occur, the
media may be returned to Tech Solutions US, Inc. at Tech Solutions US,
Inc’s address, and Tech Solutions US, Inc. will replace the media without
charge to the Client. Medias must be returned postage prepaid and
insured.

Tech Solutions US, Inc. will not accept medias that have been sent C.O.D.
b. Ownership; Authority.

Tech Solutions US, Inc. warrants that it has full authority to grant the
rights granted by this Agreement to Client with respect to Program
without the consent of any other person; and that neither the performance
of Services by Tech Solutions US, Inc. nor the license to and use by the
Client of the Software and Documentation will in any way constitute an
infringement or other violation of any copyright, trade secret, trademark,
patent, invention, proprietary information, nondisclosure or other rights of

any third party.
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c. Compliance with Applicable Laws.

Tech Solutions US, Inc. warrants that Software, its license to and use by
Client, and the performance by Tech Solutions US, Inc. of Services shall
be in compliance with all applicable laws, rules and regulations.

EXCEPT FOR THE WARRANTIES SET FORTH ABOVE THE
PROGRAM IS PROVIDED “AS IS’ WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

TECH SOLUTIONS US, INC. DOES NOT WARRANT THAT THE
FUNCTION CONTAINED IN THE PROGRAM WILL MEET THE
REQUIREMENTS OF THE CLIENT OR THAT THE OPERATION OF
THE PROGRAM WILL BE UNINTERRUPTED OR ERROR FREE.

CLIENT ASSUMES RESPONSIBILITY FOR THE INSTALLATION,
USE AND THE RESULTS OBTAINED FROM THE PROGRAM.

5. Limitations of Remedies

Tech Solutions US, Inc’s ertire liability and Client’s exclusive remedy shall
be the replacement of any media not meeting Tech Solutions US, Inc's User
Manual specifications.

IN NO EVENT WILL TECH SOLUTIONSUS, INC. BELIABLE TO THE
CLIENT FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS,
LOST SAVINGS OR OTHER INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OF INABILITY TO USE THE
PROGRAM BY THE CLIENT ENVE IF TECH SOLUTIONS US, INC.
HAS BEEN ADVISED BY THE CLIENT OF THE POSSIBILITY OF
SUCH DAMAGES.
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6.

Program Updates

New versions of the Program may be subject to an upgrade charge to the
Client or an increase in the annual renewable software maintenance agreement
fee charged to the Client. However, upgrade charges and renewal fees will be
consistent with industry and Tech Solutions, US Inc. past standards.

Generd:

Any attempt to sublicense, assign or transfer any of the rights, duties or
obligations to a third party by the Client without the prior written consent of
Tech Solutions US, Inc. hereunder is void.

Upon abreach of this License Agreement, Tech Solutions US, Inc. shall have
the right to recover reasonable attorney’s fees and court costs in the
enforcement thereof. This Agreement will be governed by the laws of the
State of California

© Tech SolutionsInc., 1998 - 2002

Appleisaregistered trademark of Apple Computer, Inc.

Macintosh is atrademark of Apple Computer, Inc.

Windows 95, Windows 98, Windows NT are aregistered trademark of Microsoft Corporation.
Microsoft Word, Office XP, Office 97, Project is aregistered trademark of Microsoft Corporation.
4th Dimension (4D), 4D Server isatrademark of 4D Inc.

Apacheis atrademark of The Apache Software Foundation
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About NT Logon

NT Logon is a4™ Dimension plug-in that will work with all versions of 4D from 6.5
onwards. ThisisaWindows only plug-in, smply because the network logon security
that it supportsis only available on Windows computers. The NT Logon plug-in will
allow your application to call a single function to authenticate a user, returning true or
fase. The plug-inissmall and has been tested on over a million logon attempts at large
corporate organizations who rely on ‘single sign on’ technology to ssimplify the life of
their user base.

If you are not using NT Logon, your users are likely to have to enter multiple different
login Ids and passwords, including your 4™ Dimension login security passwords. Thisis
avery painful process for usersin larger organizations that are constantly logging in from
one application to another to get through their work day. By using the central core of the
NT Domain controller or Active Directory Services, you can simply integrate your
security model with the network security model.

NT Logon has been tested with NT Server v4 and Windows 2000 Server, with both
regular NT Domain controller level security and Active Directory Services. By calling a
native NET32 function onthe workstation or ‘client computer’, it uses the Windows
logon capability to authenticate, thereby being abstracted from the lower level differences
of these security models. Conceivably, as Active Directory Services can use LDAP as
the basis of itslogon structure, NT Logon will allow you 4D application to participate in
a LDAP security model, as long as the implementation of LDAP has been based on
Active Directory Services running on Windows 2000 Server.

General Warnings

Windows network security is a complex discipline and is out of the scope of NT Logon.
If you do not have experience in implementing and understanding Windows network
security, we suggest that you commission the services of an appropriately qualified
MCSE consultant who can assist you with the setup of your computers around this
network model. NT Logon ssimply uses what is already there in Windows, and therefore
assumes the developer to be Windows savvy, in terms of networking and network setup.

Installation

Real easy. An automated setup program has been provided for you to install the
software. Run the NTLOGON.EXE application provided to you. On launching this
application, you will be presented with the following screen:

[E
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= NTLogon Install Program - Welcome ' =10 x|
NT Logon
4D Plug-ln WWelcome to the HTLogon Install program.

Thiz program allowes pou to install M TLogon an pour
hard drive.

It iz ztrangly recommended that before proceeding, pou
enzure that no other Windows programs are running.

[F you do not wizh toinstall WNTLogaon, click 'E =it now,
Ts othemwize click 'Mest' to continue.

Click NEXT to start the installer. You will then be shown the following information:

— NTLogon Install Program - Information ) [m]
ogon . Thig software aszumnes that you have -
NT Log NOTE: This sof h h
aD Plug-ln adequate knowledge of the Microzoft WWindows

Metwork, Security model. Metwork support iz not
provided as a part of the suppart af thiz software
by Tech Solutionz Inc.

TECH SOLUT.ONS =]

TE.

TECH SOLUT; ONS

www.techsol.org Page 8




NT Logon User Manual 12/6/02
Tech Solutions Inc.

Click NEXT again for the next screen.

— NTLogon Install Program - Directory ) ) [m]

NT Lognn N_TL::ug-:un's files will be installed in the following

4D Plug-in directony:
IE:'&F‘mgram FilezhT echSolutionzyM T Logon |
Digk space needed : 1 Mb

l:‘i?»w Available disk space 10575 Mb
Ln;‘z;:"r%
'!'g Click 'Mext' to cantinue,
o
TECH SOLUT.ONS

< Back I Mest = I E xit

This allows you to define where you would like the files installed to. Directories will be
created under this directory tree. Unless you need it installed in a different location,
simply click NEXT to proceed.

The software will then be installed.

Having completed the installation, you will find a WIN4DX folder and a TEST
APPLICATION folder installed. The WIN4DX contains the plugin files that must be
copied into your applicatior s WIN4DX folder (see 4" Dimension documentation for
installing plug-insin 4D applications for more information), and the TEST
APPLICATION is provided for you to test your network setup. An item on your Start
Menu, has been added as a part of the installation to allow you to execute the Test
Application.

Testing your setup

Before you begin to work with the NTLogon plug in, it is important that you test your
network setup.

[E
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Your application (whether a single user 4D application or a4D Server application), must
run under an account thqt has appropriate security rights according to the Microsoft
network security model

The key right that must be available to the computer/login account is called ‘ Act as part
of the operating system’. This right must be implemented on the user account, and
depending upon the version of NT, 2000, etc. that you are running, you should consult
your Microsoft documentation to ensure that you have set this right properly.

A tester application is provided for you, to alow you to test the security rights so that NT
Logon will work. This applicationisasmall Visua Basic application that smply allows
you to attempt to logon to your domain controller. Thisis shown below:

O i x]
Test NT User

Login [D |

Fazsword |

Clamain |

Test MW

Simply enter alogin ID, password and Domain and click TEST NOW to try it out. If this
application succeeds, then you have successfully setup the appropriate rights on your
computer that will allow NT Logon to work also.

Use this tester application (called NTLogonClass.exe) to test your configuration
completely before attempting to use NT Logon.

" NOTE: Tech Solutions Inc. doesn’t offer network consulting, security or MCSE like services as support
of NT Logon. We assume that the devel oper has either knowledge of these areas, or has access to an
appropriately qualified network engineer who can advise and setup security policiesfor their network.
Please do not contact us with network security & policy related questions.
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How to call the NTLogon function from your application
Thisisrealy smple. Thereisone function call. Here are the details:

NT Aut henti cat e(Logi nl D, Domai n; Password) -> Result

LoginiID  Text The NT/2000 Login ID for the user

Domain Text The NT/2000 name of the domain that you are
authenticating against

Password  Text The password (this gets converted to Unicode

by the routine for security)
Result Longlnt Values other than 0 are successful, 0 = failure

To get it working, other than ingtalling it in your WIN4ADX folder, here's
some example code that callsit:

" Dotheactua NT Authentication
$vl_LogonResult:=NT Authenticate (vt_Login;vt_Domain;vt_Password)
If ($vI_L ogonResult#0)
$vb_LoginSuccess.=True
Else
$vb_LoginSuccess:=False
Endif ~ Result check of NT Authenticate

How it works

This plug-in calls the native LogonUser() function in NET32 onWindows. This
function handles al client login attempts within the operating system. NOTE:
Depending upon how your security moddl is setup with Windows, failed login attempts
can ‘lock out’ a user from login attempts for a period of time. Thisis a setting defined at
the network domain level. Y ou should be careful to implement some form of attempt
counter in your application otherwise you could lock out a user from logging into the
network at al levels. Check with your network administrator for how thisis setup on
your site.
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